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Electromagnetic interferences (EMI)

* Any electromagnetic disturbance that interrupts, obstructs, or otherwise
degrades or limits the effective performance of electronics and electrical
equipment.

* The IEC/IEV defines electromagnetic interference (EMI) as “degradation of

the performance of a device, equipment or system by an electromagnetic
disturbance”
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What is an EMI?

SUSCEPTIBILITY

EMISSIONS

Outlet

AC wiring
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Smart Home

*+ Home Appliances
* Smart Lighting

« Home Automation
« Smart Door Lock
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Healthcare
Environment Restaurants, cafes, shops,
stores, markets, schools,
churches, libraries, outdoors
(streets, sidewalks, parks),
domiciles ( residences, homes,
offices, clinics, limited care nursing homes), vehicles (cars,
facilities, freestanding buses, trains, boats, planes,
surgical centres, helicopters) train stations, bus

freestanding birthing " : stations, airports, hotels,
centers, hospitals Military areas (submarines, near hostels, pensions, museums

(emergency rooms, patient radar installations, near theatres...

rooms, intensive care units, weapons control systems),
surgical rooms..) heavy industrial areas (power

plants, steel and paper mills,
doundries, oil and gas
refineries..), medical treatment

Professional
Healthcare
Environment

Physician offices, dental

Special
Environment

6TERN|TY areas_W|th hlgh powe.r e Mireya Fernandez Chimeno
VWAV equipment( HF surgical Ferran Silva Martinez
European Training Network equipment, short wave therapy GCEM-UPC

on Electromagnetic Risks

in Medical Technology eqUipment..)




I& @ Non ionizing radiation ionizing radiation

r

I

I

Grup de Compatibilitat Electromagneética :
UNIVERSITAT POLITECNICA DE CATALUNYA 1

I

1
Radiation Type Radio Microwave Infrared Visible Ultra}tiolet X-ray Gamma ray
Wavelength (m) 1072 107° 0.5x10° 10° 10710 1072
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The European EMC Directive says:

* “Equipment shall be so designed and EMISSIONS
manufactured, having regard to the state of the
art, as to ensure that:

* (a) the electromagnetic disturbance generated does SUSCEPTIBILITY
not exceed the level above which radio and N i
telecommunications equipment or other equipment g\

et

y \
7 WalllOutI et
/4 \
lf \ 3
/ i\
/’ \

cannot operate as intended;
* (b) it has a level of immunity to the electromagnetic

disturbance to be expected in its intended use which / \ @
allows it to operate without unacceptable = ) |
degradation of its intended use.” AC wiring

STANDARDS (with TESTS) ensures LOW EMISSIONS and LARGE IMMUNITY (low susceptibility)
This is ELECTROMAGNETIC COMPATIBILITY (EMC)

6TERN |TY Mireya Fernandez Chimeno

VWWWWW Ferran Silva Martinez
European Training Network GCEM-UPC

on Electromagnetic Risks
in Medical Technology




Grup de Compatibilitat Electroma% \\

UNIVERSITAT POLITECNICA DE CATALUNYA

EUT immunity

non-compliance
llllllllllllllllllllllllllll With the
immunity level
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What is EMC?
5&;0,4} MR

set by the standards
depending on the
environment of use
T and the danger of
Immumty limit use of the equipment
EMC
margin

/\ Emissions limit

5 =

EUT emissions
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What is EMC~
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TESTING

TERNITY

VVWWWWY
European Training Network " GCEM-UPC

on Electromagnetic Risks
in Medical Technology

Mireya Fernandez Chimeno
Ferran Silva Martinez




What is EMC-~
Grup de Compatibilitat Electromagnética a I S L

UNIVERSITAT POLITECNICA DE CATALUNYA

ELECTRONIC
DESIGN FOR EMC

Electric Field Components (500 MHz)

i i Y Component

Z Component _/

x Compunen‘l

FEO P
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What is EMC?

MR. BEAN

Rowan Sebastian Atkinson was born
on January 6, 1955, in Newcastle
upon Tyne, England. Atkinson studied
at Newcastle University and Oxford
University and earned a master's
degree in electrical engineering.

TERNITY

WVWVWWWYVYWY

European Training Network
on Electromagnetic Risks
in Medical Technology




UNIVERSITAT POLITECNICA DE CATALUNYA

LLEO What is EMC? g%

but real life is much more complex
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Is this the
real life?
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REGULATION (EU) 2017/745 on medical devices establishes that

“medical device” means any instrument, apparatus, appliance, software, implant, reagent, material or other
article intended by the manufacturer to be used, alone or in combination, for human beings for one or more
of the following specific medical purposes:

* diagnosis, prevention, monitoring, prediction, prognosis, treatment or alleviation of disease,

 ®O  \Whatis a medical device

UNIVERSITAT POLITECNICA DE CATALUNYA

* diagnosis, monitoring, treatment, alleviation of, or compensation for, an injury or disability,

* investigation, replacement or modification of the anatomy or of a physiological or pathological process or
state, providing information by means of in vitro examination of specimens derived from the human body,
including organ, blood and tissue donations, and which does not achieve its principal intended action by
pharmacological, immunological or metabolic means, in or on the human body, but which may be assisted in
its function by such means.

The following products shall also be deemed to be medical devices:
* devices for the control or support of conception;
* products specifically intended for the cleaning, disinfection or sterilization of devices
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=
neurostimulators .

3 ——

Deep brain Cochlear

\ ’ implants

Gastric
stimulators

Cardiac
defibrillators /

¢ !bﬁl
pacemakers

Foot drop g g l Insulin pumps
implants ¢ ’s
Active implantable in vitro diagnosis
TERN'TY Mireya Fernandez Chimeno
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Notified Body
approval required

Medical devices

Self-assessment
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Medical devices classification

High risk
A
: Examples:
Examples : Hepatitis B Mr)‘n-(f donor
[ screening
Pacemakers ! HIV blood diagnostic test,;
Heart valves . ABO blood grouping
I
1
1
l
: Examples:
Examples —:f‘ ; Blood glucose self-testing
ventilators o= screening
Bone plates o HLA typing
o . c
Dialisis machine T
e |
e 1
g !
L= Examples:
: Pregnancy self-testing
Examples ' Urine test strips

Cholesterol self-testing

ECG monitors Class lla

: Examples:
band ai d_ Clinical chemistry analysers
Weelchair Y Specimen receptacies;
Stethoscopes L risk Prepared selective culture
gloves e

Classification is based on risk

—

lagnosis

In VitroD

Mireya Fernandez Chimeno
Ferran Silva Martinez

GCEM-UPC



®6 Medical devices classification ‘et
—

Grup de Compatibilitat Electromagnetica
UNIVERSITAT POLITECNICA DE CATALUNYA

The 22 Classification Rules

Rules 1 -4: Rules 13- 22:

Non.-mvaswe Special Rules
devices

Rules 5 — 8:
Invasive Medical
devices

Rules 9 - 12:
Active Medical
devices
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EUROPEAN EN EUROPEAN EN EUROPEAN EN

EUROPEAN EN STANDARD  60601-1-2 STANDARD  60601-1-3 STANDARD  60601-1-6
STANDARD  60601-1
i i i Medical electrical equipment Medical electrical equipment Medical electrical equipment
Medical electrical equipment am -> Part 1 Part 1 Part 1 Colateral (Common)
Part 1 : General requirements General requirements General requirements
General requirements for EMC for radiation protection for usability
B=5 CENELEC 52 CENELEC =5 CENELEC B2 CENELEC

EUROPEAN EN
STANDARD  60601-2-1

Medical electrical equipment
Part 2

Particular requirements

for medical accelerators

e |
5% CENELEC <

INTERNATIONAL 150
STAKDARD 14971

Medical devices — Applbcatisn of risk
nmuamagement 1o medicad devices

ammendments

TERNITY

wwwwwy  Particular
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ISO 14971 specifies a process for risk management of medical
devices, including software as a medical device and in vitro
diagnostic medical devices. The process intends to

assist manufacturers of medical devices to identify

the hazards associated with the medical device, to estimate
and evaluate the associated risks, to control these risks, and to
monitor the effectiveness of the controls.

eTERNITY
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MONITOR
THE
CONTROLS

ANALYZE
RISKS

CONTROL
RISKS
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®O Medical devices risk management =

Risks can be related to injury, not only to the patient, but also to the user and other persons. Risks can also be
related to damage to property (for example objects, data, other equipment) or the environment.

Risk management is a complex subject because each stakeholder can place a different value on the acceptability
of risks in relation to the anticipated benefits. The concepts of risk management are particularly important in
relation to medical devices because of the variety of stakeholders, including medical practitioners, the
organizations providing health care, governments, industry, patients and members of the public.

The concept of risk has two key components:

— the probability of occurrence of harm; and
— the consequences of that harm, that is, how severe it might be.

The acceptability of a risk is influenced by the stakeholder’s perception of the risk and the benefit.
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Examples of hazards in 1S014971:2019

Energy hazards

Biological and
chemical hazards
Acoustic
Electric
Mechanical
Radiation
Thermal

Biological agents
Chemical agents
Immunological agents

6TERN|TY Electromagnetic radiation
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Hazards related with
performance

Data
Delivery

Diagnostic information
Functionality
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Qualitative severity levels
Common terms Possible description o Negligible Moderate = Significant
. eps . v =
Significant Death or loss of function or structure % 1; High R1 R2
Moderate Reversible or minor injury 73" _rau Medium R4 R5,R6
Negligible No injury or slight injury g_ Low R3
Example of three qualitative severity levels

Common terms Possible description

High Likely to happen, often, frequently, always
Likely to happen several times during the lifetime of the medical device

Medium Can happen, but not frequently
Likely to occur a few times during the lifetime of the medical device

Low Unlikely to happen, rare, remote
Not likely to occur during the lifetime of the medical device
eTERNlTY . . Mireya Fernandez Chimeno
VWAV Example of three qualitative probability levels Ferran Silva Martinez
GCEM-UPC
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Catastrophic / Fatal Results in death

Critical Results in permanent impairment or irreversible injury Example of five qualitative severity levels and

Serious / Major Results in injury or impairment requiring medical intervention of five semi- qua“tative prObab“ity levels

Minor Results in temporary injury or impairment not requiring

medical intervention

Qualitative severity levels

Negligible Results in inconvenience or temporary discomfort
Critical Major Minor Negligible
Frequent >10-3 g % Probable
Probable <10-3 and 210-4 © @
Occasional <10-4 and 210-5 gy Occesiona!
Remote <10-5 and >10-6 (éj § Remote
Improbable <10-6 & g_ Improbable
probability

TERN |TY Mireya Fernandez Chimeno
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Hazard: electricity

Hazard Hazard Situation: line voltage (220 V) of an insulated
wire beneath a cover of the medical device
Probability of

ahazardous | Sequence of events | jcomstances

situation leading to exposure 3 -
occurring affecting severity

v 1T '

Hazardous situation

Events:

A. Insulation material is damaged by cracks

(P, =0,01)

Circumstances B. Insulation material falls off the wire
affecting (PB - 0‘10]

severity

C. User connects and turns on the device
(P = 0,10)

D. Userremoves cover (Pp = 0,10)

Sequence of events
leading to exposure

Hazardous situation: user is exposed to line
voltage (Py = Py * Py * P * Pp =1 x 109)

Hazardous situation 1 (HS1)

Probability of Probability that the user touches the wire and
a hazardous situation Circumstances | experiences:
leading to ham affecting severity ; % g Circumstances — discomfort (Pz = 0,10)
(PZ) % = = z affecting severity
_______________ | I N g 8 5
: ¥ [ g Y — burn (P, =0,01)
i | Probabitity of i =
1 | occurrence of Severity of I 8 = — death (P, =0,001)
: ha Harm harm i = - S
I m | s 5 S Harm
| (P =P * PZJ | g a -
: Risk | 8
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severity levels

Fatal Critical Major Minor Negligible Fy
E
©
o)
Frequent o
(a
L
Q
S Probable
X
> Occasional -
e
o)
©
] -
o
| -
o Improbable
severity
6TERNITY You should stay in the green or yellow area Mireya Fernéndez Chimeno
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Risk contol
measures
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Identify All Hazards

! |

For Each Hazard

:

Medical devices risk management

Determine Severity
and
Frequency of Exposure

Apply Mitigation

<

Assign Risk
Level

Acceptable -

Next
Hazard

TERNITY
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Unacceptable

=)

— Risk analysis

« [ntended use and
identification of
characteristics related to the
safety of the medical device

« |dentification of hazards

« Estimation of nisk(s) for
each hazardous situation

Y

[ Risk evaluation

v

Risk control

+ Risk control option analysis

« |Implementation of nisk
control measure(s)

* Residual risk evaluation

* Risk/benefit analysis

« Risks arising from risk —
control measures

« Completeness of risk

control

Evaluation of overall
residual risk

1)

|
Risk assessment

|

Risk management

Risk management plan

| Risk management review |

Production and post-

production activities
* Collection of information
* Review of information

Figure 1 — A schematic representation of the risk management process

Risk Management
Tools

FMEA
FRA
HACCP
HAZOP
ETA
Others

—
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IEC 60601-1-2

Electromagnetic
environments

EMC test methods

EMC design techniques
(for hardware and software)

Mitigation Methods
- Bonding

- Filtering
- Shielding
- Galvanic isolation

- Overvoltage
Protection
- efc.

TERNITY
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EMI risk management in medical devices

IEC 60601-1:
Basic Safety and Essential Performance

ISO 14971
Risk Management
| Shock risks | —»
Fire risks ‘ —»
2
\ Mechanical risks —» ™ /
\ E /
o N
g N
Risks caused by — B \
climatic conditions %
_ : Ny
Risks from misuse
Etc. —

—

IEC 60601-1-2

EM Risk analysis
EM Risk evaluation

EM Risk control
validation n\e_lmds such as:

Mireya Fernandez Chimeno
Ferran Silva Martinez
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EMI examples in medical devices

Artifacts in an Image Noise in an ECG Trace

An FDA perspective on EMC on Medical Devices. Jeffrey L. Silberberg. FDA. EMC+SIPI 2017
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The call you wish you’d never made

Imagine yourself at a family gathering. Everyone seems to be enjoying themselves. All of a sudden you notice your
father. One side of his face is drooping. His speech is slurred. This is serious; maybe it’s a stroke. You call an
ambulance, and it arrives within 15 minutes. As soon as your father gets to the hospital he is taken to the
catheterization lab. A thoughtful nurse takes you to the control room, where you are allowed to watch the medical
procedure. Your father is in good hands. For the medical staff this is routine. A doctor comes to tell you that you did
exactly the right thing, that your father was lucky to reach the hospital in a short time after the event, and there is a
good chance that his brain will suffer no long-term damage.

Relieved, you decide to call you brother, to tell him that everything looks fine. But at the first ring of your phone, the
situation changes completely... The monitors in the examination room go blank — what is happening? You notice the
worried faces of the doctors, who are urgently pressing buttons, trying to get the system back up again. Nurses are
rushing in and out of the room. The machines connected to your father are no longer illuminated. This is serious. Then
you remember the warnings at the entrance.
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Problem to analyze:

Could a short duration interference (a mobile phone signal during the call establishment), affect the
performance of a low frequency medical device (an ECG recorder)?

[
[ n
0 o u

P

==
o o w——

Clean ECG Signal m
Call establishment

eTERNITY
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Electromagnetic radiated spectrum
from an Electrosurgical Unit (ESU):

(a) in standby (as described in the standard)

(b) with a resistor as a load (to allow current
flowing in the electrode wires),

(c) with a volunteer holding the ESU active
electrode and with a resistor as a load (allowing
the current flow in the electrode wires and
considering the presence of a surgeon)

(d) cutting a piece of meat

TERNITY
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(a) Output power switched off

PO 4B vm

AN g VA

20 e AR A S I A e e

(b) Resistor load

PUdB 1 V/m i i
54 dBpV/m 51 dBuV/m

o N A RUBLR e

(c) Operator holding the active electrode

~37.5 dBuV/m

90-dB 1tV/m
58 dBu\ /m 57 dBu\ /m

bl

47.5 dBuV/m

(d) Opelatm cutting a piece of meat

00 dAB 11V/ 75.dBuV, /111 90 dBuV
dB 1t 1 : uV/m 65 dBu\ -
LN N, MFJ l M
20
| Frequency (MHz)

Electromagnetic risk management in medical devices'
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1.50E+00

ESU starts working

1.00E+00 -

Effect of ESU interference in an ECG signal

5.00E-01 -
0.00E+00 - 1.50E+00 T T T T
| ! | ESU stops
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But..

* The traditional rule- based approach (application of a set of mitigation techniques as filtering, shielding, cable
routing, etc.) clearly do not satisfy the EMC requirements of complex electromagnetic medical environments.

* A “risk-based approach” will offer much higher levels of safety as medical equipment becomes more complex and we
become increasingly dependent on its reliability.

* The law demands a risk-based approach. The recent EU Blue Guide (regarding the implementation of EU product
rules) made an EMI risk-based approach mandatory for any new piece of equipment. The specific regulations for
medical equipment (MDR3), which also refer to a risk-based approach, are mandatory since May 2020.

* Many hospitals and industries report that there is no clearly prescribed risk assessment methodology in place.

* Small and medium-sized enterprises (SMEs), which are often not in a position to cope with such a major shift in
approach, make up almost 95% of the medical technology industry

This new, risk-based methodology will
require not only a formalization, but

also trained specialists to address the
e complexity of the systems and all the

VWWWWW
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TERNITY individuals and institutions involved.
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ETERNITY is about including the risk management of EMI in the
design of innovative, electronic medical equipment.

The safer use of medical equipment based on assessing EMI
risks requires bringing together expertise from 4 key areas —
electromagnetic compatibility (EMC), medical engineering,
system safety engineering and risk management.

From the regulatory perspective, ETERNITY covers all 4 key
medical environments: hospital, homecare, transportation and
the special environment of medical imaging and treatment

systems.
6TERN |TY Mireya Fernandez Chimeno
VWWWWw/ Ferran Silva Martinez
European Training Network GCEM-UPC
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 EMI footprint characterization of medical devices (ESR1)

Characterization of medical electromagnetic environments for the use of new digital

communication systems (DCS) (ESR2)

* Risk-Based EMI-Aware Design of Complex Systems (ESR4)

e Optimal Digital Communication Systems in electromagnetically noisy medical
environments (ESR 5)

* EMI- Resilient Sensor and Communication Networks for complex medical systems-of-
systems (ESR6)

* Behavioural EMI Risk-based testing of medical devices (ESR7)

* Improvement of digital communication systems immunity tests to include complex
electromagnetic disturbances (ESR8)

TERN |TY . i . Mireya Ferna’rrdez Chim'eno
e https://eternity-project.eu/esr-projects/ FEfianSilva) Miartines
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Thanks!

mireia.fernandez@upc.edu
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